RDIFF-BACKUP(1) User Manuals RDIFF/ACKUP(1)

NAME
rdiff-backup - local/remote mirror and incremental backup
SYNOPSIS
rdiff-backup [ optiong [[[user@hostl.fod:: source_directory [[[user@host2.fod:: destination_direc-
tory]
rdiff-backup {{ —-I | ——list-increments } | ——remove-older-than time_interval| —list-at-time time |

—-list-changed-since time | —-list-increment-sizes | --verify | —-erify-at-time time}
[[[user@host2.fod:: destination_directorly

rdiff-backup ——calculate-average statfile1 statfile2 ...

rdiff-backup ——test-server [user]@hostl.nett path[[userd@host2.net2 path ...

DESCRIPTION
rdiff-backup is a script, written irpython(1) that backs up one directory to anoth&he target directory
ends up a cop(mirror) of the source directariput extra rgerse diffs are stored in a special subdirectory of
that target directoryso you can still receer files lost some time ago. The idea is to combine the best fea-
tures of a mirror and an incremental backugiff-backup also preseeg symlinks, special files, hardlinks,
permissions, uid/gid ownership, and modification times.

rdiff-backup can also operate in a bandwidth efficient manwer a pipe, like rsync(1). Thusyou can

use ssh and rdiff-backup to securely back a haxe dg to a emote location, and only the fdifences will

be transmitted. Using the default settings,ffdéckup requires that the remote system accept ssh connec-
tions, and thatdiff-backup is installed in the uses’PATH on the remote systent-or information on other
options, see the section REMOTE OPERATION.

Note that yowshould not write to the mirror dir ectory except with rdif-backup. Maw of the increments
are stored as verse diffs, so if you delete or modify a file, you may lose the ability to restormpsaer-
sions of that file.

Finally, this man page is intended more as a precise description of thedvedrad syntax of rdifbackup.
New users may want to check out the examples.html file included in the rdiff-backup distribution.

OPTIONS
-b, ——backup-mode
Force backup modeven if first argument appears to be an increment or mirror file.

——calculate-average
Enter calculate\erage mode. The arguments should be a number of statisticsréll#shackup
will print the average of the listed statistics files and exit.

——carbonfile
Enable backup of MacOS X carbonfile information.

——check-destination-dir
If an rdiff-backup session fails, running rdiff-backup with this option on the destination dir will
undo the failed directoryThis happens automatically if you attempt to back up to a directory and
the last backup failed.

——compare
This is equidlent to’-—compare-at-time now

——compare-at-timetime
Compare a directory with the backup set at tergiime. Thiscan be useful to see wa@rchived
data differs from current data, or to check that a backup is cufféig.only compares metadata,
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in the same way rdiff-backup decides whether a file has changed.

——compare-full
This is eqwidlent to’'-—compare-full-at-time now

——compare-full-at-time time
Compare a directory with the backup set at tivergtime. To compare regular files, the reposi-
tory data will be copied in its entirety to the source side and compared byte by byte. This is the
slowest but most complete compare option.

——compare-hash
This is equidlent to’-—compare-hash-at-timenow

——compare-hash-at-timetime
Compare a directory with the backup set at thergtime. Reular files will be compared by
computing their SHA1 digest on the source side and comparing it to the digest recorded in the
metadata.

——create-full-path
Normally only the final directory of the destination path will be created if it doesxisit Bith
this option, all missing directories on the destination path will be created. Use this option with
care: if there is a typo in the remote path, the remote filesystem could fill up very quickly (by cre-
ating a duplicate backup treeprihis reason this option is primarily aimed at scripts which auto-
mate backups.

——current-time seconds
This option is useful mainly for testindf set, rdiff-backup will use it for the current time instead
of consulting the clock. The argument is the number of seconds since the epoch.

——excludeshell_pattern
Exclude the file or files matched Bell_pattern If a directory is matched, then files under that
directory will also be matched. See thieE SELECTION section for more information.

——exclude-device-files
Exclude all device files. This can be useful for security/permissions reasons oflifaakiéip is
not handling device files correctly.

——exclude-fifos
Exclude all fifo files.

——exclude-filelist filename
Excludes the files listed iflename If filenameis handwritten you probably amt ——exclude-
globbing-filelist instead. SetheFILE SELECTION section for more information.

——exclude-filelist-stdin
Like ——exclude-filelist, but the list of files will be read from standard input. See FihieE
SELECTION section for more information.

——exclude-globbing-filelistfilename
Like ——exclude-filelistbut each line of the filelist will be interpreted according to the same rules
as—-include and--exclude.

——exclude-globbing-filelist-stdin
Like ——exclude-globbing-filelist but the list of files will be read from standard input.

——exclude-other-filesystems
Exclude files on file systems (identified byide number) other than the file system the root of
the source directory is on.

——exclude-regexpregexp
Exclude files matching thewgin regexp. Unlike the ——excludeoption, this option does not match
files in a directory it matches. See #ieE SELECTION section for more information.
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——exclude-special-files
Exclude all device files, fifo files, socket files, and symbolic links.

——exclude-sockets
Exclude all socket files.

——exclude-symbolic-links
Exclude all symbolic links. This option is automatically enabled if the backup source is running on
native Windows to &oid backing-up NTFS reparse points.

——exclude-if-presentfilename
Exclude directories ifilenameis present. This option needs to come befoseatiner include or
exclude options.

——force
Authorize a more drastic modification of a directory than usual (for instance, wémvriting of
a destination path, or when removing multiple sessions wittemove-older-than). rdiff-backup
will generally tell you if it needs thiSWARNING: You can cause data loss if you mis-use this
option. Furthermoredo NOT use this option when doing a restore, as it will DELETE FILES,
unless you absolutely kmowhat you are doing.

——group-mapping-file filename
Map group names and ids according the the group mappinfgeilame See theUSERS AND
GROUPS section for more information.

——include shell_pattern
Similar to——excludebut include matched files insteatlinlike ——exclude this option will also
match parent directories of matched files (although not necessarily their contents). [He& the
SELECTION section for more information.

——include-filelist filename
Like ——exclude-filelist but include the listed files insteadf. filenameis handwritten you proba-
bly want ——include-globbing-filelist instead. Sed¢he FILE SELECTION section for more
information.

——include-filelist-stdin
Like ——include-filelist, but read the list of included files from standard input.

——include-globbing-filelist filename
Like ——include-filelist but each line of the filelist will be interpreted according to the same rules
as—-include and--exclude.

——include-globbing-filelist-stdin
Like ——include-globbing-filelist, but the list of files will be read from standard input.

——include-regexpregexp
Include files matching the galar expressiorregexp. Only files explicitly matched byegexp will
be included by this option. See thk E SELECTION section for more information.

——include-special-files
Include all device files, fifo files, socket files, and symbolic links.

——include-symbolic-links
Include all symbolic links.

——list-at-time time
List the files in the arche that were present at thevgn time. If a drectory in the archie is pec-
ified, list only the files under that directory.

——list-changed-sincdime
List the files that hae changed in the destination directory since theergtime. SeelIME FOR-

MATS for the format otime. If a directory in the archvie is ecified, list only the files under that
directory This option does not read the source directory; it is used to compare the contents of tw
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different rdiff-backup sessions.

-, —=list-increments
List the number and date of partial incremental backups contained in the specified destination
directory No backup or restore will takpgace if this option is gien.

——list-increment-sizes
List the total size of all the increment and mirror files by time. This may be helpful in deciding
howv mary increments to keep, and when to ——regmolderthan. Specifyinga subdirectory is
allowable; then only the sizes of the mirror and increments pertaining to that subdirectory will be
listed.

——max-file-sizesize
Exclude files that are larger than theegisze in bytes

——min-file-sizesize
Exclude files that are smaller than theegisze in bytes

——never-drop-acls
Exit with error instead of dropping acls or acl entribkarmally this may happen (with aanning)
because the destination does not support them or because tanat reter/group names do not
exist on the destination side.

—-no-acls
No Access Control Lists - disable backup of ACLs

——no-carbonfile
Disable backup of MacOS X carbonfile information

——no-compare-inode
This option preents rdiff-backup from flagging a hardlinked file as changed when its device num-
ber and/or inode changes. This option is useful in situations where the source filesystem-lacks per
sistent device and/or inode numberirigor example, network filesystems mayveanmount-to-
mount differences in their diee number (but possibly stable inode numbers); USB/13%¢ake
may come up at different device numbers each remount (but would generadlyahze inode
number); and there are filesystems which terén havethe same inode numbers from use to use.
Without the option rdiff-backup may generate unnecessary numbery diftifiles.

——no-compression
Disable the defult gzip compression of most of the .snapshot anflirdifement files stored in
the rdiff-backup-data directaryA backup volume can contain compressed and uncompressed
increments, so using this option inconsistently is fine.

——no-compression-egexp egexp
Do not compress increments based on files whose filenames ngeah. ré@ hedefault includes
mary common audiovisual and arefi files, and may be found in Globalg.p

--no-eas
No Extended Attributes support - disable backup of EAs.

——no-file-statistics
This will disable writing to the file_statistics file in the fdiackup-data directoryrdiff-backup
will run slightly quicker and takup a lit less space.

——no-hard-links
Don't replicate hard links on destination side. If mdmrd-linked files are present, this option
can drastically decrease memory usage. This option is enabled by default if the backup source or
restore destination is running on ratWindows.

——null-separator
Use nulls (\0) instead of newlines (\n) as line separators, which may help when dealing with file-
names containing m¢ines. This affects the expected format of the files specified by the
——{include|exclude}-filelist[-stdin] switches as well as the format of the directory statistics file.
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——parsable-output
If set, rdif-backups autput will be tailored for easy parsing by computers, instead aen@nce
for humans.Currently this only applies when listing increments using-ha& ——list-increments
switches, where the time will bevgh in seconds since the epoch.

——override-chars-to-quote
If the filesystem to which we are backing up is not case-semsititomatic 'quoting’ of charac-
ters occurs. 6 example, a file 'Degloperdoc’ will be cowerted into ';068&€loperdoc’. To over-
ride this behavigryou need to specify this option.

——presewne-numerical-ids
If set, rdif-backup will preserg uds/gids instead of trying to presernames and gnameSee
theUSERS AND GROUPSsection for more information.

——print-statistics
If set, summary statistics will be printed after a successful badkupot set, this information will
still be available from the session statistics fil8ee theSTATISTICS section for more informa-
tion.

-r, —restore-as-ofrestore_time
Restore the specified directory as it was agstbre_time See theTIME FORMA TS section for
more information on the format adstore _time and see th&ESTORING section for more infor
mation on restoring.

——-remote-cmdcmd
Deprecated. Please use ——remote-schema instead

—-remote-schemaschema
Specify an alternate method of connecting to a remote complités is necessary to get ridif
backup not to use ssh for remote backups, or if, for instancepaditup is not in the AH on
the remote side. See tREMOTE OPERATION section for more information.

——remote-tempdir path
Adds the ——tempdir option with argumepathwhen irvoking remote instances of rdiff-backup.

——remove-older-than time_spec
Remwe te incremental backup information in the destination directory that has been around
longer than the gen time. time_specan be either an absolute timegliR002-01-04", or a time
interval. Thetime interval is an inger followed by the character s, m, h, D, M/ or Y, indicat-
ing seconds, minutes, hours, days, weeks, months, or years rehpaatia rumber of these con-
catenated. & example, 32m means 32 minutes, and 3W2D10h7s means 3 weeks, 2 days, 10
hours, and 7 seconds. In this comtea month means 30 days, a year is 365 days, and a day is
always 86400 seconds.

rdiff-backup cannot renve-olderthan and back up or restore in a single sesdiomrder to both
backup a directory and rewedd files in it, you must run rdiff-backup twice.

By default, rdiff-backup will only delete information from one session at a tifoeremore wo
or more sessions at the same time, supply-tfierce option (rdiff-backup will tell you if-—force
is required).

Note that snapshots of deleted files areerd by this operation. Thus if you deleted a fil® tw
weeks ago, backed up immediately afterwards, and then rdsbadkup with ——remee-older-
than 10D todayno tace of that file would remainFinally, file selection options such as
——include and ——exclude ddrsffect ——remwoe-older-than.

——restrict path
Require that all file access be inside theegipath. Thisswitch, and the follwing two, are
intended to be used with the ——server switch to provide a bit more protection when doing auto-
mated remote backupShey are not intended as your only line of defensso please doh'do
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something silly lile dlow public access to an rdiff-backup server run with ——restrict-read-only.

——restrict-read-only path
Like ——restrict, but also reject all write requests.

——restrict-update-only path
Like ——restrict, but only allov writes as part of an incremental backupequests for other types
of writes (for instance, deletingath) will be rejected.

—-server
Enter server mode (not to bevaked directly, but instead used by another rdiff-backup process on
a remote computer).

——ssh-no-compression
When running ssh, do not use the —C option to enable compressissh-no-compressions
ignored if you specify a meschema using-—remote-schema.

——tempdir path
Sets the directory that rdiff-backup uses for temporary files to tiea gath. The emronment
variables TMPDIR, TEMPand TMP can also be used to set the temporary files direSeeythe
documentation of the Python tempfile module for more information.

——terminal-verbosity [0-9]
Select which messages will be displayed to the termifiahissing the lgel defaults to the &r-
bosity level.

—-test-sewer
Test for the presence of a compatible rdiff-backup server as specified in the following host::file-
name agument(s). Thdilename section will be ignored.

——user-mapping-file filename
Map user names and ids according to the user mappingldilame See theUSERS AND
GROUPSsection for more information.

-v[0-9], ——verbosity [0-9]
Specify verbosity eel (0 is totally silent, 3 is the default, and 9 is noisiest). This determines ho
much is written to the log file.

——verify
This is short for-—verify-at-time now

—-verify-at-time now
Check all the data in the repository at theegitime by computing the SHA1 hash of all thgue
lar files and comparing them with the hashes stored in the metadata file.

-V, —version
Print the current version and exit

RESTORING
There are tw ways to tell rdiff-backup to restore a file or directoRrstly, you can run rdiff-backup on a
mirror file and use ther or ——restore-as-ofoptions. Second]you can run it on an increment file.

For example, suppose in the past yowéain:
rdiff-backup /usr /usr.backup

to back up the /usr directory into the /usr.backup direcaniy nav want a cop of the /usr/local directory
the way it was 3 days ago placed at /usr/local.old.

One way to do this is to run:
rdiff-backup —r 3D /usr.backup/local /usr/local.old

where abue the "3D" means 3 days (for other ways to specify the time, seEltie FORMA TS sec-
tion). The/ustbackup/local directory was selected, because that is the directory containing the current

Version 1.2.8 March 2009 6



RDIFF-BACKUP(1) User Manuals RDIFF/ACKUP(1)

version of /usr/local.

Note that the option te-restore-as-ofalways specifies an exact timg¢So "3D" refers to the instant 72
hours before the present.) If therasano backup made at that time, rdiff-backup restores the state recorded
for the previous backupFor instance, in the abe @se, if "3D" is used, and there are only backups from 2
days and 4 days ago, /usr/local as it was 4 days ago will be restored.

The second way to restore filewvatves finding the corresponding increment file. kuld be in the
/backup/rdif-backup-data/increments/usr directoryand its name would be something dik
"local.2002-11-09T12:43:53-04:00.dir" where the time indicates it is from 3 days ago. Note that the incre-
ment files all end in ".diff", ".snapshot", ".dir", or ".missing", where ".missing" just means that the file
didn't exist at that time (finallysome of these may be gzip-compressed, and Baextra ".gz" to indicate

this). Therrunning:

rdiff-backup /backup/rdiff-backup-data/increments/usr/local.<time>.dir /usr/local.old
would also restore the file as desired.

If you are not sure exactly which version of a file you need, it is probably easiest to either restore from the
increments files as described immediatelyvabor to see which increments areailable with —I/——list-
increments, and then specify exact times into —r/--restore-as-of.

TIME FORMATS
rdiff-backup uses time strings inavplaces. Firstlydl of the increment files rdiff-backup creates wilviea
the time in their filenames in the w3 datetime format as described in a w3 note at
http://www.w3.0rg/TR/NO E-datetime. Basicallythey look like "2001-07-15T04:09:38-07:00", which
means what it looks lik The"-07:00" section means the time zone is 7 hours behind UTC.

Secondly the -r, ——restore-as-of and ——remove-older-than options tak a ime string, which can be
given in any of seveal formats:

1. the string "now" (refers to the current time)

2 a equences of digits, 1&"123456890" (indicating the time in seconds after the epoch)
3. A string like "2002-01-25T07:00:00+02:00" in datetime format
4

An interval, which is a number folleed by one of the characters s, m, h, D MYor Y (indicat-

ing seconds, minutes, hours, days, weeks, months, or years refpedr a series of such pairs.

In this case the string refers to the time that preceded the current time by the length of tie interv
For instance, "1h78m" indicates the time that was one hour and 78 minuteBregcalendar here

is unsophisticated: a month isnvalys 30 days, a year isvedys 365 days, and a day isval/s
86400 seconds.

5. A date format of the form YYYY/MM/DD, YYYY-MM-DD, MM/DD/YYYY, or MM-DD-
YYYY, which indicates midnight on the day in question, reéatb the current timezone settings.
For instance, "2002/3/5", "03-05-2002", and "2002-3-05" all mean March 5th, 2002.

6. A backup session specification which is a nogatiee integer followed by 'B’. For instance,
'0B’ specifies the time of the current mirr@nd '3B’ specifies the time of the 3rd newest incre-
ment.

REMOTE OPERATION
In order to access remote files, fdihckup opens up a pipe to a gogf rdiff-backup running on the
remote machine. Thus rélibackup must be installed on both end® apen this pipe, rdiff-backup first
splits the filename into host_info::pathnaniethen substitutes host_info into the remote schema, and runs
the resulting command, reading its input and output.

The default remote schema is 'ssh —C %s rdiff-backup —esemhere host_info is substituted for '%s’.
So if the host_info is user@host.net, thenfiolEfickup runs 'ssh user@host.net rdiff-backup —-esérv
Using ——remote-schema, rdiff-backup cawoke an arbitrary command in order to open up a remote pipe.
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For instance,

rdiff-backup ——remote-schema ’cd /usr; %s’ foo 'rdiff-backup ——server’::bar
is basically eqwialent to (but slower than)

rdiff-backup foo /usr/bar

Concerning quoting, if for some reason you need to putbmsecutre mlons in the host_info section of a
host_info::pathname argument, or in the pathname of a local file, you can quote one of them by prepending
a backslash. S 'a\::b::c’, host_info is 'a::b’ and the pathname is 'Similarly, if you want to refer to a

local file whose filename containsdwonsecutie mlons, like 'strange::file’, youl have  quote one of

the colons as instrange\::file’. Becausthe backslash is a quote character in these circumstances, it too
must be quoted to get a literal backslash, so 'foo\::\\bh@liates to 'foo::\bar’.To make things more com-
plicated, because the backslash is also a common shell quoting chamactaay need to type in "W’ at

the shell prompt to get a literal backslash (if it makes you feel bkttad to type in 8 backslashes to get

that in this man page...)And finally, to include a literal % in the string specified by ——remote-schema,
guote it with another %, as in %%.

Although ssh itself may be secure, usingfrdéickup in the default way presents some security rigks.
instance if the server is run as root, then an attacker who compromised the client could therf- use rdif
backup to werwrite arbitrary server files by "backing upVen them. Sucha stup can be made more
secure by using the sshd configuration optommand="rdiff-backup —-server" possibly along with

the ——restrict* options to rdif-backup. Br more information, see the web page, the wiki, and the entries
for the——restrict* options on this man page.

FILE SELECTION
rdiff-backup has a number of file selection options. When rdiff-backup is run, it searches through the
given source directory and backs up all the files matching the specified oplibisselection system may
appear complicated, but it is supposed to be flexible and easy-to-use. If you just want to learn the basics,
first look at the selection examples in thamples.html file included in the package, or on the web at
http://rdiff-backup.nongnu.org/examples.html

rdiff-backup 's selection system was originally inspired tsync(1), but there are mgrdifferences. (br
instance, trailing backslashes/hao secial significance.)

The file selection system comprises a number of file selection conditions, which are set using one of the fol-
lowing command line options:—exclude —-exclude-filelist ——exclude-device-files ——exclude-fifos
——exclude-sockets——exclude-symbolic-links ——exclude-globbing-filelist ——exclude-globbing-filelist-

stdin, ——exclude-filelist-stdin ——exclude-regexp ——exclude-special-files——include, ——include-filelist,
——include-globbing-filelist, ——include-globbing-filelist-stdin, ——include-filelist-stdin, and —-include-

regexp. Each file selection condition either matches or ddewatch a gien file. A given file is excluded

by the file selection systemxactly when the first matching file selection condition specifies that the file be
excluded; otherwise the file is includetivhen backing up, if a file is excluded, rdiff-backup acts as if that

file does not st in the source directaryWhen restoring, an excluded file is considered not to exist in
either the source or target directories.

For instance,

rdiff-backup ——include /usr ——exclude /usr /usr /backup
is exactly the same as

rdiff-backup /usr /backup

because the include and exclude dixastimatch exactly the same files, and thenclude comes first, gi-
ing it precedence. Similarly,

rdiff-backup ——include /usr/local/bin ——exclude /usr/local /usr /backup

would backup the /usr/local/bin directory (and its contents), but not /usr/local/doc.
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The include, exclude include-globbing-filelist, and exclude-globbing-filelist options accepexended

shell globbing patternsThese patterns can contain the special pattertis, ?, and[...]. As in a rormal

shell,* can be gpanded to anstring of characters not containing "/, expands to ay character rcept

"I", and[...] expands to a single character of those characters specified (ranges are acceptablay. The ne
special pattern®* , expands to ay string of characters whether or not it contains "/". Furthermore, if the
pattern starts with "ignorecase:" (case insergjtthen this prefix will be renved and ary character in the

string can be replaced with an upparlowercase version of itself.

If you need to match filenames which contain thevalgobbing characters, thamay be escaped using a
backslash "\". The backslash will only escape the character following it s¢ fpou will need to use
"\¥\*" to avoid escaping it to th& globbing character.

Remember that you may need to quote these characters when typing them into a shell, so the shell does not
interpret the globbing patterns before rdiff-backup sees them.

The——exclude patternoption matches a file iff:
1. patterncan be expanded into the fddilename, or
2. the file is inside a directory matched by the option.

Corversely,——include patternmatches a file iff:

1. patterncan be expanded into the fddllename,

2. the file is inside a directory matched by the option, or

3. the file is a directory which contains a file matched by the option.
For example,

——exclude/usr/local

matches /usr/local, /usr/local/llib, and /usr/local/lib/netscafieis the same as ——exclude /ust/local
——exclude '/usr/local/**'.

——include /usr/local

specifies that /ustusr/local, /usr/local/lib, and /usr/local/lib/netscape (but not /usr/doc) all beedbagk
Thus you dort’ haveto worry about including parent directories to malre that included subdirectories
have ©mewhere to go. Finally,

——include ignorecase:’/usr/[a-z0-9]foo/*/**.py’

would match a file lik usR/5fOO0/hello/there/worldyp If it did match anything, it would also match [usr
If there is no existing file that thevgn pattern can be expanded into, the option will not match /usr.

The —-include-filelist, ——exclude-filelist ——include-filelist-stdin, and ——exclude-filelist-stdin options

also introduce file selection conditionshey direct rdiff-backup to read in a file, each line of which is a file
specification, and to include oxaude the matching files. Lines are separated by newlines or nulls,
depending on whether the ——null-separator switch wamgiEachline in a filelist is interpreted similarly

to the wayexended shell patterrare, with a fev exceptions:

1. Globbing patterns lik&, ** | 2, and[...] are not expanded.

2. Include patterns do not match files in a directory that is inclu@ed/usr/local in an include file
will not match /usr/local/doc.

3. Lines starting with "+ " are interpreted as include dixesti even if found in a filelist referenced
by ——exclude-filelist Smilarly, lines starting with "- " exclude filewen if they are found within
an include filelist.

For example, if the file "list.txt" contains the lines:
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{usr/local
- lusr/local/doc
{usr/local/bin
+ ar
- Ivar
then "—-include-filelist list.txt" would include /usvusr/local, and /usr/local/bin. It wouldx&ude
/usr/local/doc, /usr/local/doc/python, etc. It neithecledes nor includes /usr/local/man, leaving the fate of
this directory to the ne specification conditionFinally, it is undefined what happens withatv A single
file list should not contain conflicting file specifications.

The—-include-globbing-filelist and——exclude-globbing-filelistoptions also specify filelists, but each line
in the filelist will be interpreted as a globbing pattern tlag w~include and——excludeoptions are inter
preted (although "+ " and "- " prefixing is still aled). For instance, if the file "globbing-list.txt" contains

the lines:
dir/foo
+ dir/bar
_ k%
Then "--include-globbing-filelist globbing-list.txt" would be exactly the same as specifying "—-include

dir/foo ——include dir/bar ——exclude **" on the command line.

Finally, the ——include-regexpand ——exclude-regexpallow files to be included ande&uded if their file-
names match aython regular ®pression. Rgular expression syntax is too complicated to explain here,
but is covered in Pythors library reference.Unlike the ——include and ——exclude options, the rgular
expression options donmatch files containing or contained in matched files. So for instance

——include '[0-9]{7}(?'foo)’

matches ayfiles whose full pathnames contain 7 conseeutigits which arert followed by 'foo’. How-
eve, it wouldn't match /home en if /home/ben/1234567 existed.

USERS AND GROUPS
There can be complications preserving ownership across syskamistance the username that owns a
file on the source system may not exist on the destinaltiere is hav rdiff-backup maps ownership on the
source to the destination (or vice-versa, in the case of restoring):

1. If the ——preserve-numerical-ids option iv@i, the remote files will alays hare the same uid and
gid, both for ownership and ACL entries. This may cause unames and gnames to change.

2. Otherwise, attempt to preserthe user and group names for ownership and@hsA Thismay
result in files having different uids and gids across systems.

3. If a name cannot be presed/(e.g. because the username does not exist), Edservriginal id,
but only in cases of user and grouprership. Br ACLs, omit ay entry that has a bad user or
group name.

4. The ——user-mapping-file and ——group-mapping-file options @erride this behaior. If either of

these options is gén, the poliy described in 2 and 3 abe will be followed, tut with the mapped
user and group instead of the original. If you specify botpresenve-numerical-ids and one of
the mapping options, the behavior is undefined.

The user and group mapping files bothehthe same form:
old_name_or_idl:new_name_or_idl

old_name_or_id2:new_name_or_id2
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<etc>
Each line should contain a name or id, followed by a colon ":" v@tbby another name or id. If a name
or id is not listed, theare treated in the default way describedwbo

When restoring, the alie kehavior is also followed, bt note that the original source user/group informa-
tion will be the input, not the already mapped user/group information present in the backup rep&asitory
instance, suppose youMeamapped all the files owned laice in the source so that there owned byben

in the repositoryand nav you want to restore, making sure the filegned originally byalice are still
owned byalice. In this case there is no need to usg @fithe mapping optionsHowever, if you wanted to
restore the files so that the files originally ownedalige on the source are moowned byben you would
have b use the mapping optionsyan though you just want the unames of the repositdiilgs presered

in the restored files.

STATISTICS

Every session rdiff-backup wes various statistics into tw/files, the session statistics file at dickup-
data/session_statistics.<time>.data and the directory statistics file fabaaktip-data/directory_statis-
tics.<time>.data. Theare both tat files and contain similar information: Wwamary files changed, o
mary were deleted, the total size of increment files created, Htovever, the session statistics file is
intended to be very readable and only describes the session as a Wielirectory statistics file is more
compact (and slightly less readable) but describery eirectory backed uplt also may be compressed to
save ace.

Statistics—related options includeprint-statistics and——null-separator.

Also, rdiff-backup will sae various messages to the log file, which is rdiff-backup-data/backup.log for
backup sessions and rdiff-backup-data/restore.log for restore segSmmsrally what is written to this file
will coincide with the messages displayed to stdout or stddrough this can be changed with theter-
minal-verbosity option.

The log file is not compressed and can become quite large if rdiff-backup is run with high verbosity.

EXIT STATUS
If rdiff-backup finishes successfullthe exit status will be OlIf there is an unrea@rable (critical) errarit
will be non-zero (usually 1, but dardepend on this specifialue). Whersetting up rdiff-backup to run
automatically (as fronaron(8) or similar) it is probably a good idea to check the exit code.

BUGS
The gzip library in versions 2.2 and earlier of python (but fixed in 2.3al) has trouble producingefiles o
2GB in length. This bug will prent rdiff-backup from producing lge compressed increments (snapshots
or diffs). Aworkaround is to disable compression for large uncompressable files.

AUTHOR
Ben Escoto <ben@emerose.org>

Feel free to ask me questions or send me bug repattypob may want to see the web page, mentioned
below, first.

SEE ALSO
python(1), rdiff (1), rsync(l), sshl). The main rdiff-backup web page is ahttp:/rdiff-
backup.nongnu.org/ It has more information, links to the mailing list and CVS, etc.
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